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Communication: Human-to-human




Communication: Human-to-machine




Communication: Machine-to-machine

World Class Standards

M2M Area Network
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Simple M2M Architecture (courtesy ETSI)

Machine-to-machine communications can be used to monitor traffic
in real time, like at this Los Angeles traffic center.
@ David McN ew/Getty Images



The need: data transfer

* Sneaker-net




Connectivity: directly connected

* Point-to-point

http://pca2z.blogspot.com/2009/11/adding-network-interface-card-nic.html http://computernetworking007.blogspot.com/



g G o Bb O brBR

RJ-45 Plug
Pin 1

,l
2
==

Clip is pointed
away from you.

g G o Bb O brBR

PC STRAIGHT-THRU HUB PC
Tx+1 L — 1] R+ TH+1 [
TX- 2 2 R TR- 2
R+ 3 0 —_—— 13 TX+ RX+ 31

4 I 4

5L — 5
RX- 6 D § TX- RX- 6
70 — 17

§ I §

4
51

T

o O g BbG b BR

CROSSOVER

RJ-45 Plug
Pin 1

X
3
==

Clip is pointed
away from you.

o O g B b4 br BR

PC
1 Tx+

6 RX-

E——

e

i

i IS

http://www.patraswireless.net/tutorial/basic%20tutorial/tut-equipemt/cable_utp.htm



Connectivity: directly connected

 Multiple access a o 8 - 8

http://computernetworking007.blogspot.com/



When a link has been established...

e Software has to manage the communication
over it

— both sides agree as to the format of that
information

— Address; message
— Framing

— Packet format

— Error handling etc.



Physical Addressing

o CAAWINDOWSAsystem32\emd.exe

icrozoft Windows HP [Uersion 5.1.2600]
Gy Copyright 1285-2001 Microsoft Corp.

C:xJDocuments and Settingz“~AdminiszteratorXipconfig ~all
Jindows IFP Configuration

Host Mame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enahled.

Unknown

Unknown
[ [1]
Mo

Ethernet adapter Local Area Connection 3:

Connection—specific DNE Suffix
Description . . . . - -
Physical Address

Dhcyp Enahbled. .

IP Address. . .

Subnet Maszk . .

Default Gateway

DHS Servers . .

UIA Rhine II Fast Ethernet Adapter
Em—m4—51—FE—FE—FE

[i]

172 _168.1.2

205 255255 .0

122 _168.1.1

172 _168.1.1

MetBIOS over Tcpip. - . - . - . . Dizahled

Ethernet adapter Wirelesz MNetwork Connection 2:

Media State . . - . - . - . - . . Media disconnected
Description - . - . - . - . - . . D-Link AirPlus G DUL-G510 Wireless PCI AdapterCrev.B>
Physical Address. . - . . . . . . 0oo—11-95-FA-C6—71

C:sJDocuments and Settingz~Adminiztratopr>

http://lantoolbox.com



Frame format

Ethernet

Destination . Source.

“Address | Address | | /P€

8 6 6 2 46-1500 4
IEEE 802.3
iy Destination  Source 802.2
S Addrcss" WAgdrese™ Lenoth [ oader | DATA
7 1 6 6 2 46-1500 4
T foesled hesragth care i bryties

http://www.technicalhowto.com/Networking/Juniper/Certifications/JNCIA/nf/networking_fundamentals.html



Network Topologies




Indirect connectivity: switched network

e Nodes:

— Host: support users and
run application programs

— Switch: implement the

B network; to store and
E forward packets

 Cloud:

— denote any type of
network, whether it is a
single point-to-point link, a
multiple-access link, or a
switched network




Circuit vs packet switched

* |n the circuit switching, source and destination
need to make connection establishment

— Example: telephone network

* In the packet switching method the nodes in
such a network send discrete blocks of data to
each other.

— Example: the Internet
— Analogy: postal network



Circuit switching
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Packet switching

e Store-and-forward strategy




Routing & Forwarding

Router Subnet
Sending host / Receiving host
[ )---.... .......( :
/ Packet Router C makes a \

Sending process Receiving process

choice to forward
packets to E and
not to D



Indirect connectivity: internetwork

g/’<

http://computernetworking007.blogspot.com/

» Router / gateway:

o A node that is connected
to two or more networks

o Forwards messages
from one network to
another

» We can recursively
build arbitrarily large
networks
o |nternet =

interconnection of

internets; network of
networks



Logical Addressing

192.168.200.3

192.168.200.2 etwork

192.168.200.0

192.168.200.1

192.168.1.2
Network 192.168.1.0

Two parts of the IP address |

192.168.1 4
Network  Host

1.4 192.168.1.3

http://networking.xtreemhost.com/wp/?p=326



Internet structure: network of networks

* a packet passes through many networks!

%@‘ @

Tier 1 ISP

. Tier 1157

Tier 1 ISP

J.F Kurose and K.W. Ross



Protocols

* aset of rules which is used by computers to
communicate with each other across a network.

e aconvention or standard that controls or enables
the connection, communication,
and data transfer between computing endpoints.

* Inits simplest form, a protocol can be defined as
the rules governing the syntax, semantics, and
synchronization of communication.



Protocol Suites

ethernet PPP...

CSMA async sonet...
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Network Connections

Host Host
A Router Router B

Stack Connections

Application - = =« - - cc e cecaannninaanas » Application
Peer-to-peer
TFEFSEEIE [ == == == sssecsennasnsnnnnnnns » Transpcrt
Inzract Imtemet Irternct Inte-net
Ling Link Lirk Link

T l T ¥
‘ Siber, _J
Etnernet Satellite, E:hernet
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Process-to-process communication

Processes Processes
(Running application programs) (Running application programs)

Domain of UDP protocol

[
| = = !
] | = = e . 1|
| : | | !
1'1 | A13 1'
1 : 3 | Port number
1 : selects the process
|
| :
Domain of IP protocol !1 }
|
|
|
[
|
|

IP header

193.14.26.7 A SE}EC?: lldill-sshsost
UDP header 13

http://userdatagramprotocol.com/process-to-process-communication/




Types of communication:
Connection-oriented & Connectionless

sender :
receiver
e Client Server
Are you there? SYM <intial seq. number= SYN
» T
H SYN-ACK H
SYMNACK | am here. J— A =
< ey ACK ==y
e ———_____’l e
Heady for a transaction ACK .
Client Server
Classic TCP 3 Way Handshalke H _____g_-‘;'.'_!i_’l H
— ACK r
e ol e -

FIN-SYN
Client S
Make way. Data coming through. lent T erver

ACK
» a— e
E% FIN-ACK H
. _-"-"'.-'.-'_- 5 4__—_——_# . _-":'.-'.-'_- o
Simple UDOP Connectionlesa Model B ACK =

http://www.oreillynet.com/network/2001/07/13/net_2nd_lang.html




Packet Delivery Process (1)

http://new.ciscotests.org/cisco-courses/icnd-1/ethernet-lans/packet-delivery-process.html

Application: Network, | have some data to send
to 192.168.3.2 and | don't need a reliable connection.

L;ranspﬂrt: I'll use UDP. Send me the data.

;pplicatinn: Here is the data.

Layer 3 = 192.168.3.1 i Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



Packet Delivery Process (2)

UDRP: I'll put in 2 UDP header.

UDP: IP, send this to 192.168.3.2.

UDP | APP ‘ IP: I'll put in an IP header.
HDR | DATA | Z—
; e

SRC IP DST IP
192.168.3.1 192.168.3.2

IP: Layer 2, send this to 192.168.3.2.

g

g
Layer 3 = 192.168.3.1 i Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
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Packet Delivery Process (3)

Layer 2: ARP, do you have a mapping for 192.168.3.2 ?

ARP: 1s 192.168.3.2 in my ARP table? No, | guess
Layer 2 will have to hold the packet while | resolve
the addressing.

SRC IP DSTIP UDP "J'F‘EE
192.168.3.1 192.168.3.2 HDR | DATA

W

S

Layer 3 = 192.168.3.1 E Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



Packet Delivery Process (4)

Parking Lot

I Packet
ARP
Request
SRC MAC ARP
| 0800:0222:2222 | Request
ARP SRC MAC

Request | 0800:0222:2222 |

Layer 3 = 192.168.3.1 E Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



Packet Delivery Process (5)

Switch: | just received a frame from a host that
is not in my MAC table. Let me add it to the table.
(0800:0222:2222 = port 1)

Switch: Since the destination address is
broadcast, I'll flood the frame out all ports.

L ARP SRC MAC DST MAC
Request | 0800:0222:2222 Broadcast
-h.f =

[ o I
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111




Packet Delivery Process (6)

Parking Lot
FRERIFF I FFR AR

Packet

ARP
Request
SRC MAC ARP
- | 0B00:0222:2222 | Request

3y 3

2, T

| Layer 3 = 192.168.3.1 i Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111




Packet Delivery Process (7)

Parking Lot

Packet
ARP
Reply
DST MAC ARP
0800:0222:2222

\_’ 0800:0222:2222| Of 11|
Layer 3 = 192.168.3.1 iyer 3=192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111




Packet Delivery Process (8)

Parking Lot

Packet

The destination MAC is in my MAC
table so I'll send the frame out port 1.

| just received a frame for a host that
is not in my MAC table. Let me add :
)

it to the table. (0800:0222:1111 = port 2

DST MAC SRCMAC | ARP
0800:0222:2222 0 1| Reply | \’
r_ [ L . - :_.

7

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111




Packet Delivery Process (9)

Parking Lot

ARP: | just got an ARP reply from 192.168.3.2.
: | Let me add its IP and MAC to my ARP table.

a
"

Packet

ARP ARP: Layer 2, | have 192.168.3.2
Reply | mapped to 0800:0222:1111.
DST MAC | SRC MAC ARP

0800:0222:2222| 0800:0222:1111 |  Reply

-~
7

Layer 3 = 192.168.3.1 i Layer 3 =192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111




Packet Delivery Process (10)

Layer 2: | can send out that pending packet.

DST IP SRC IP

SRC MAC

192.168.3.2 192.168.3.1 |0800:0222:2222

DST MAC
0800:0222:1111

—>

Layer 3 = 192.168.3.1 i Layer 3 = 192.168.3.2

Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111



Standards

e Standard is an agreed-upon definition of a protocol

* Many organizations are involved in setting standards for
networking. Examples:

American National Standards Institute (ANSI): The official standards
organization in the United States.

Institute of Electrical and Electronics Engineers (IEEE): An
international organization that publishes several key networking
standards; in particular, the official standard for the Ethernet
networking system.

International Organization for Standardization (I1SO): A federation of
more than 100 standards organizations from throughout the world.

Internet Engineering Task Force (IETF): The organization responsible
for the protocols that drive the Internet.

World Wide Web Consortium (W3C): An international organization
that handles the development of standards for the World Wide Web.



IEEE 802 Standards |EEE

http://standards.ieee.org/about/get/

802: Overview & Architecture

802.1: Bridging & Management

802.2: Logical Link Control

802.3: Ethernet

802.11: Wireless LANs

802.15: Wireless PANs

802.16: Broadband Wireless MANs

802.17: Resilient Packet Rings

802.20: Mobile Broadband Wireless Access
802.21: Media Independent Handover Services

802.22: Wireless Regional Area Networks




Internet Engineering SO+

Task Force 1 ET F
http://www.ietf.org/

STD 9 (RFC0959) File Transfer Protocol J. Postel, J. Reynolds, October
1985. STANDARD (Obsoletes RFCO0765) (Updated by RFC2228 RFC2640
RFC2773 RFC3659), txt=143K

STD 7 (RFC0793) Transmission Control Protocol J. Postel, September 1981.
STANDARD (Updated by RFC3168), txt=168K

STD 6 (RFC0768) User Datagram Protocol J. Postel, August 1980.
STANDARD, txt=5K

STD 5 (RFC0791) Internet Protocol J. Postel, September 1981. STANDARD
(Obsoletes RFC0760) (Updated by RFC1349), txt=95K




